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Safe Al Adoption Practices for Government

Al Risks and Countermeasures

Bonus: How to lead Al Projects!

Pete Nicoletti | Global CISO of Americas



Speaker Intro Work Life: Pete Nicoletti

Skills: Executive Level Strategy Consulting, Incident Response, BOD Consulting
Product Management, Cyber Security, MSSP Operations, Security Operations, Security Budg
Certs and Training: CCSK, CISA, CISSP, SANS GIAC, FCNSP, CCSE

Experience: 22 years at CISO level, 33 years in Information Technology

A CISQ Field, Americas Check Point Software Technologies World Leader in Security
A CISQ; Cybraics: Artificial Intelligence and Machine Learning Based Analytics Platform
A CISO Hertz Global Car Rentals and Sales

A CISQO Virtustream/RSA/EMC/DELL

A VP Security Engineering Terremark/Verizon And a gvb8&ION CRITICAL Alumni!
Accomplishments:
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A Whitehouse.govFBI.GoyDOT.gov, Veterans Administration, Library of Congress and many more Federal Projects
A Managed two clouds through FedRAMP and eventually to EAL 5
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A Secret ServiceMiami Electronic Crime Task Force, FBI Infragard Contrlbutor Started S. Florida ISSA, and BOD
Security Alliance

A Awarded Top 100 Global CISO in 2017

y

°
& cHeckPoINT 2



Real Life: Pete Nicoletti
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Why am | passionate about this subject?

| was hacked ONCE and | want help
to prevent this:

nNHIi , my name | s Br.
and | would like to

talk to you about




Agenda For Today!

Cl SO6s and Security Prodos need to have
Risks and Analysis, Benefits and Analysis

Need Guidance and Countermeasures? Here we go!

Some examples of Al tools that are of interest to the Business

How Al used in Check Point security tools

Bonus: Questions to Ask and Plan for Al issues with your Team and
Executives

| s t he $kyNETOr en MiS3GANO Al , Roboto oreod, A
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The Technology Singularity

Al and
Machine Learning

Transformation o | o A&“
O_

>_
- I
> — !
|_ A
@)
L
; Dawn of
Computer
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% Age We are here 1

1990 A unique point in the

history of technology

COMPLEXITY
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Start with some good news:
The Business wants ROI on Al Investments: Our Goal!

ROl on Al per $1 Spent
.Cannot Discuss >$1Q
12% 5%
... $5-10
2k .
16%

.$1

5%

$1-2 $2-5.
21% 33%

Source: Al, Today — A Survey of 400 Senior Al Professionals by o gg}a + < databricks
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More Good News! Tests they pass, and Lawyers Replaced!

Al Has The Potential To Replace Many Tasks Performed By Humans

LEGAL

EUSIMESS AMD FINANCIAL OPERATIONS
EDUCATIONAL INSTRUCTION AND LIERARY
COMPUTER AND MATHEMATICAL
MANAGEMENT

LIFE, PHYSICAL, AND SOCIAL SCIENCE
OFFICE AND ADMINISTRATIVE SUPPORT
COMMUNITY AND SOCIAL SERVICE

ARCHITECTURE AND ENGINEERING
SALES AND RELATED

ARTS, DESIGN, ENTERTAINMENT, SPORTS, AND MEDIA
HEALTHCARE PRACTITIONERS AND TECHMICAL

Al OCCUPATION EXPOSURE"

PERSOMAL CARE AND SERVICE
PROTECTIVE SERVICE
HEALTHCARE SUPPORT

FOOD PREPARATION AND SERVING RELATED
TRANSPORTATION AMD MATERIAL MOVING
INSTALLATION, MAINTENAMCE, AND REPAIR
PRODUCTION

FARMING, FISHING, AND FORESTRY

EBUILDING AND GROUMNDS CLEANING AND MAINTENAMCE
CONSTRUCTION AND EXTRACTION

o BOCOL Research zoz3

-1.5 -1 -0.5

* MEDIAM SCORE OF OCCUPATIONS (SIX-DIGIT STANDARD OCCUPATIOMAL CLASSIFICATION LEVEL) IN EACH OCCUPATION MAJOR GROUP (TWO-DIGIT STANDARD

[+]

0.5 1 15

OCCUPATIONAL CLASSIFICATION LEVEL). CALCULATION USING DATA FROM FELTEM ET AL (ACCESSED OM MAY 1, 2023).

SOURCE: EDVWARD FELTEM. MAMAY RAJ, AND ROBERT SEAMANS, “OCCUPATIONAL, INDUSTRY. AND GEOGRAPHIC EXPOSURE TO ARTIFICIAL INTELLIGENMCE: A MOVEL

DATASET AND ITS POTENTIAL USES." STRATEGIC MANAGEMENT JOURMAL. 42:12) (2021).
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The Capabilities Of Al Keep Improving

20

40

PERCENTILE

6o

8o

100

USABO SEMIFINAL EXAM 2020 (BIOLOGY)
GRE VERBAL

SAT EVIDENCE-BASED READING & WRITING
AP ENVIRONMENTAL SCIENCE

UMIFORM BAR EXAM (MBE*MEE*MPT)

AP US HISTORY

SAT MATH

AP US GOVERNMENT AND POLITICS

LSAT (LAW)

AP ART HISTORY

AP STATISTICS

AP BIOLOGY

AP MACROECOMNOMICS

AP PSYCHOLOGY

AP MICROECOMOMICS

GRE QUANTITATIVE

AP CHEMISTRY

AP PHYSICS 2

AP WORLD HISTORY

GRE WRITING

AMC 12 (MATH)

AP CALCULUS BC

AP ENGLISH LANGUAGE AND COMPOSITION
AP ENGLISH LITERATURE AND COMPOSITION
CODEFORCES RATING (PROGRAMMING)

EXAM RESULTS
BGPT-4 WGPT-3.5

0 BCCL Research 2023

NOTE: LOWER BOUND OF EXAM RESULTS SHOWN. ONMLY RESULTS OF EXAMS EXPRESSED AS PERCENTILES SHOWN IN THE CHART. FOR THE FULL LIST OF RESULTS,

=]

40

PERCENTILE

60

8o

PLEASE CONSULT THE FOLLOWING REPORT: GPT-4 TECHNICAL REPORT, ARXIV:2303.08774 , ARXIV.ORG, CORMNELL UNIVERSITY (MARCH 2023).
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ChatGPT Conﬁrms Data Breach,
Start with Risks and Awareness: Ralsing Security Concerns

Be Careful éBe Awareéget ready!

1. Privacy breaches: Personal information can be disclosed if language models like ChatGPT are not
properly configured to protect privacy. This can result in violations of privacy laws and regulations and
can damage the reputation of a company. EU Laws are getting Serious!

2. Bias and fairness: Language models like ChatGPT can be trained on biased data, which can result
in biased outcomes. This can impact decision-making and lead to discrimination and other unfair
outcomes. New Al Risk: Hallucinations!

3. Misinformation: Language models like ChatGPT can produce incorrect or misleading information,
which can have negative consequences, such as spreading false information, making incorrect
decisions, and damaging a company's reputation.

4. Some Models are using dated information

°
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The Biggest Al Risk Database: 700+ risks, 43 Frameworks
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Al used by attackers
Force multiplier
More targeted

Increase success rate
(test before you do)

New attacks forms

s

Al Used

for Defense
Force multiplier
Precision
New interface, conversational,
& generative

New ways to defend, better
operations

N
How to secure Al Usage
In my org

Govern access
to Al services & data

Secure Al pipeline

New things: Secure prompts
prevent poisoning, secure thg
Al models

J

~
And then, like every

organization, your team
can leverage

Al and be better

More efficient, better
operations & quality, growth,
development & more

J/




BATTLE OF THE Al (SHORT LIST)
DEFENDER ADVERSARY

Check Point has 72 different
Al threat engines in
prevention first architecture

with ThreatCloud (IOC/TTP .
data lake) s
Effective and efficient for o

Malware DNA genotyping and i
analysis

Check Point Research saw
Instances of 5 major attacks
created by ChatGPT since its
Inception

Create Deepfakes and bots

Malware writing for dummies
(joke)

Phishing email creation for

Helps SOC analysts see dummies (again a joke)

attack vectors and landscape |
Easy to identify attack
landscape based on
vulnerabilities and find exploits
to match (multiphased attacks)

Help write good software
code

Fix bugs in source code

Circumvent Al ethics of GPT-3
by using API with Telegram or
other software integration

Auto-write cybersecurity
policies and controls based
on GRC framework(s)

Gamify cybersecurity training created with DALL-E



Risks and Conseqguences:

1. Samsung workers made a major error by using ChatGPT
Samsung meeting notes and new source code are now in the wild after being
leaked in ChatGPT

Data leaks need to stop: Sensitive information such as confidential business information,
code, customer data, and personal information can be leaked.

2. ChatGPT: Exploited twice: The exploit came via a vulnerability in the Redis open -source
library. This allowed users to see the chat history of other active users.

Open-6285%& / , #5115, &6 !'5& 86&% w72 %&I9&/ 23 %<1! 0
and frequently used routines and resources, such as classes, configuration data,

documentation, help data, message templates, pre -written code and subroutines, type

63&%$,"' ,$!'7,216 !'1% 9!/ 8 &6 nteavy./$ HebAlusdsRedigt®d ! %&'
cache user information for faster recall and access. Because thousands of contributors

develop and access open-source $ 2 %&n , 7v6 &!' 6< ' 25 98/ 1&5! #, [,
unnoticed. Threat actors know that which is why attacks on open -source libraries

haye increased by 742% since 20109.

CHECK POINT U3



https://www.heavy.ai/technical-glossary/open-source-library
https://www.ibm.com/topics/open-source
https://www.ibm.com/topics/open-source
https://www.ibm.com/topics/open-source
https://portswigger.net/daily-swig/researchers-find-633-increase-in-cyber-attacks-aimed-at-open-source-repositories

Risks and Awareness:

How are Hackers using Al?

x
RGP

1. Phishing: Combining Hacked information and
Social Network info

2. Code Creation: Easy upgrades to Python
3. Online Profile Creation: (Vid Con IRL!!!)
4. Photos: Creation and Animation

5. Videos and voice-overs are trivial to create

°
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More RiIsks and Awareness:

1. Helps write crafted attacks to steal information
and deliver ransomware

2. Conduct financial fraud, financial extortion, steal
cryptocurrency (crypto wallets)

3. This means Lowering the bar for lower-level cybercriminals,
and upping the game for advanced criminals

4. With training it can mimic the writing style/Video of an
executive and craft super targeted phishing attacks

5. ChatGPT created Code can do it all: It can find target files,
create Zip file and encryption processes easily. It can create
new code that has not been seen before. Right now, they
are sorta basic, but advances and sophistication are coming!

[
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Benefits and Awareness:

1. Improved policies. We can ask ChatGPT to help us improve our security policies. And it's
amazing. It's just staggering. And it's very nice. For example, | could ask, "Please give me an
updated policy for data governance" and boom, less than five seconds later, you have a
complete, new, updated data policy.

2. Communications. | can ask ChatGPT 'Please help me to write a communication to our
users, explaining X, Y and Z'. | can even ask ChatGPT to explain it in a way that a 12 year-old
boy would understand. And ChatGPT will do it. Or if | want to try to explain the latest phishing
campaign to my mother, ChatGPT will put the right language together. You get the idea.

3. Legal Reviews: have ChatGPT analyze a contract and compare to best practices

4. Insurance Policy Analysis: some awesome finding reported

5. PYTHON Code creation and improvement

5. Bonus : Love Poems!

[
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DEEPFAKES, VOICEFAKES, NEWSFAKES,
SOCIAL ENGINEERING BOTS
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A nonspeaking valedictorian with autism
gives her college’'s commencement
speech

DEEPFAKES, [
VOICEFAKES, il = ’
NEWSFAKES, =281 PR -

ALL YOU HAVE TO DO ~—
IS NOTHING.

e
w. & )
(G @& youtube.com/watch?v=X17yrEV5sl4
S'/eThe\/ole

In this blogpost, we will cover the first task in detail. Two others are Coveled in 3 YouTube

AWS Tutorial, TECHFRONT post. The final architecture will look like this:

. - R —— 2 v n10578625@qut.odu.ou
5 Mampulated lmages
- 113 | N7 ’ 3 Q
This Blogpost AWS Tutorial TECHFRONT post rl l; ," Q

\-«'-n ‘ .
n @

n10578625@qut.edu.au

owic
1 2 Bunicorn %m .y ’j

. M B 1 g omewe 'z 4 % .

A manipulated video of
YRS Volodymyr Zelensky has -

AWS Tutorial, TECHFRONT post Sl ]’f;’l\ (‘(\‘§] (A2} ﬁé')(‘i a2l media » £ T
X 2 ® o 2

You haven't Tweeted yet

AWS Lambda

AWS SageMaker

[ ————— —
O Product ~ Team Enterprise Explore ~ Marketplace Pricing Signin | Sign up |

minimaxir / tweet-generator  Public L Notifications ¥ Fork 37 Py

> Code (@ Issues 5 11 Pullrequests 1 (® Actions [ Projects [ wiki @ Security 1% Insights

anfreeman

lorgan Freeman - A Deepfake Singularity

: d # master -~ tweet-generator / READMEmd Go to file
The new BMW i3

feel connected.
o minimaxir Fix image Latest commit s428e62 on Apr 16,2018 ) History

A 1 contributor

1.61 k8 o D raw Bame (@

- ; -and - importt =
1o e ol - Saves us time Tweet Generator

oplelfendito
i CopitHiNe. maxs-mbp:tweet-generator maxwoolf$ python3
Python 3.6.4 (default, Jan 6 2018, 11:51:59)

[GCC 4.2.1 Compatible Apple LLVM 9.0.8 (clang-9008.8.39.2)] opdarwing .
Type “"help", “copyright", "credits" or "license" for more i@ﬁ (a'lt
>>> from textgenrnn import textgenrnn

: creative commons internet

e
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DEEPFAKE WARNINGS & CRIMES

CEO impersonation for financial = EURCPOL

fraud

https://www.forbes.com/sites/thomasbrewster
2021/10/14/huge-bank-fraud-uses-deep-fake-
voice-tech-to-steal- - B :
millions/?sh=1a968bc27559 ; = 4 CAT

R

i
L l

Ukge (o 1 %
~ -

EUFOpOl Warning use in Organized | | Facingreaity? | TIONS SPOTLIGHT: GENERATIVE Al AND DEEP FAKES
Law enforcement

CI’I me ‘ and the challenge mbe‘m
https://www.europol.europa.eu/media- A il
press/newsroom/news/europol-report-finds- .
deepfake-technology-could-become-staple-
tool-for-organised-crime

Cybersecurity Information Shee

TLP:CLEAR

Contextualizing Deepfake Threats to Organizations

Executive summary

Threats from synthetic media, such as deepfakes, present a growing challenge for all
users of modern technology and communications, including National Security Systems
(NSS), the Department of Defense (DoD), the Defense Industrial Base (DIB), and
national critical infrastructure owners and operators.

As with many technologies, synthetic media Deepfakes are Al-generated,
highly realistic synthetic

media that can be abused to:

Check Point Research on GAl and Deepfakes

https://research.checkpoint.com/2023/election
s-spotlight-generative-ai-and-deep-fakes/

techniques can be used for both positive and
malicious purposes. While there are limited

indications of significant use of synthetic media « Threaten an organization's
C I SA techniques by malicious state-sponsored actors, the brand
increasing availability and efficiency of synthetic « Impersonate leaders and

https://media.defense.qgov/2023/Sep/12/20032 e i A s e

« Enable access to networks,

98925/-1/__1/0/(:8' - DE EPFAKE_ techniques will likely increase in frequency and communications. and

sophistication. sensitive information
T H R EATS . P D F Synthetic media threats broadly exist across

e ) technologies associated with the use of text, video, audio, and images which are used
CHECK POINT fora vanety of purposes online and in conjunction with communications of all types
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Deep Fake Creation Getting Easier and Evolving:

What are the common techniques used to create deepfakes and how Real
are they evolving?

With just a simple search, you can find lists of reviewed and rated apps:
https://contentmavericks.com/baktepfakesoftware/
https://www.rankred.com/beskeepfakeappstools/
https://topten.ai/deepfala@ppandsoftwarereview/
https://zapier.com/blog/besgi-imagegenerator/

Some of the review sites are undoubtedly getting referral money for ones they rank higher, so be aware of that
bias.

Most of the tools are trying to be legitimate and use customer-pr ovi ded pi ctures and vid
Other tools | et you use other folkso6 pictures and vi

Companies based outside of US has much lower requirements (FaceApp by Wireless Lab in Russia for example).
And DARK WEB Offerings are Hot now!

There are apps for Android, Apple and laptops (linux, Apple, MS) that have different features.
Some tools require you to upload voice examples, others you can select a stock voice.

In the past 6 months, there has been incredible developments in this area. Some tools are super easy to use and
have.limited outputs, other tools you need to learn a bit more and have very advanced output.
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Good Guidance 1s Avail abl eé

Cl SO6s need to review and embrace the significant ¢
rel eased. NI ST just released the nAlI Ri sk Manageme
Framework (Al RMF) is intended for voluntary use and to improve the ability to incorporate

trustworthiness considerations into the design, development, use, and evaluation of Al products,

services, and systems.

|t has all the appropriate steps that CI SO0s can us:s
Trustworthiness, Effecti veness of the Benefits, t he
Measur e, and Manageo and descrijih~oe +thao Diecl Mangger
Found Here: https://www.nist.gov/itl/ai-risk-management-framework Actrsinch data collecor

e N ITRTES
Collect & pro(ess]

Actors include system
integrotors

[
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Counter Measures!:

1. Examine the Pictures used in the profile is using and submitvtew.facecheck.id (Mine pops
up William Shatner!) There are many cases where the person is already married, or has an
arrest record, or the picture is not from the person who created the profile. 417 million
pictures are on line, from Mugshots to good pictures! (I snapped my results and added to
research below!)

2. Most Al Based Text creation tools have No Awareness of Current Eyvasttheir data used Is
typically several years old, ask it questions related to new news events to spot an Al based chat

3. / dNNByGte &2dz /FyQi &a88 oldN @RS KSUIRNE
& 2

| d Z l.fl 2 l.jl d 7 %glp-‘ .'!.Z}';}Z;;"E{Ilk'll'él';llwl,’ T l\ ln" f‘l7\f E

2N OKAY3 aGFt1Ay3a G2

4. Have good tools in place to prevent SMS and Phishing scam emails and texts §
companies have, but endisers do not. Free toohttps://www.zonealarm.com/

2NJ LINPFAES ONBI 02 NAEX

°
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How can organizations protect themselves against the
potential risks of deepfakes?

1. For money transfers or account changes, use multiple people for authorization, during or
after call/’zoom do a follow up call/email to validate the transaction.

2. When you get money request/gift card request
call the person Directly!

3. Configure your email system to Banner/Label emails/zoom invites coming from external
addresses.

4. Use the most advanced Email Phishing prevention tools
5. Leverage advanced Endpoint tools that prevent malicious code execution and deployment.
6. Use Out of out-of-band verbal passwords to validate anything important.

7. Use your Spider senses!!!!l Talk with your team and employees. Have a go-to expert!

[
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More Counter Measures!:

1. 5 2y Quse pisSwordslf you use the same password to log into one of their scams, they will
take the email address AND the password you just used and try to log into THOUSANDS of
other www sites to see where it will work! Always use a unique password for every site. Check
out: www.haveibeenpwned.corto see what website you use have been compromised!

2. Conversations are typically briefong Al based conversations currently devolve a bit.

3. Online Profiles, may use fake information, /( | Microsoft
or not a real person behind it: If there is real A} sonNy () airbnb
interest in a person, do a video based FTF cal

no filters or back grounds! If who you are deali
with OF y Qi R2 GKIFGX w!b

T "
tripadvisor*

) Youlube — PHSSWUHU “—— MNoanras

WORK
HEEDUNT

°
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http://www.haveibeenpwned.com/

FACE TRACK FACE TRACK

The Business is Using Al
Based Tools, You should
know!

1. Meeti ng BOTOs powered «L
https://otter.ai/
https://www.makeuseof.com/best-ai-meeting-¢

WARNING: DO NOT HAVE A MEETING WITH JUST Al MEETING BOTS!

2. Neat developments:
Al powered Smart Glasses:
https://www.popularmechanics.com/technology/gadgets/a43633762/chatgpt-smart-glasses/

3. https://www.forbes.com/sites/bernardmarr/2023/05/10/15-amazing-r s ‘. ! /)
of-ai-everyone-should-know-about/?sh=2908fb6885e8 AL e

°
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Al Is Powering Better Security

Al-Powered Threat Al-Powered Protect Al Servers Enable Safe
Prevention Assistant for Admins GenAl usage
& Security Analysts

ThreatCloud Al Al Copilot Al Cloud Protect GenAl Secunty

50+ Threat Prevention Engines Saves up to 90% of the time needed to Nvidia partnership to protect Enables safe adoption of

for 99.8% malware catch rate perform common administration tasks Al cloud infrastructure used GenAl in the enterprise;

Real-time Threat Intelligence Accelerates SecOps threat hunting, by enterprises for their own delivers discovery, risk insights,
analysis and automated response. Al apps data protection in real time
Copilot for S1 -Cloud 7 Preview in Q1 Preview Q2/Q3 Preview in Q3
Copilot for XDR - GAin Q3 GAIn Q4

°
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THREATCLOUD Al: THE BRAIN OF CHECK POINT
99. %

Security effectiveness

CYBERSECURITY

Al technology

40+ Al and Machine Learning technologies

that identify and block emerging threats that
were never seen before

Big data threat intelligence BEST RESULT
Always acquires the most recent
loCs and protections of latest
attacks seen in the wild

IN THE
INDUSTRY*

N OO UE UL S ([T — - U P USSP VRN
: ACCURATE PREVENTION '
Telemetry (MALICIOUS/SAFE) Telemetry
N g o
: [ s '
| G = & W
i g Quantum s\ CloudGuard Harmony ¥
ThreatCloud APIs Secure the Network % Secure the Cloud Secure Users & Access
\_ Horizon W
*Sourceq Miercom January 2023 Unified Management &
Security Operations "
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ZERO-DAY PHISHING BLOCKED 1 IN REAL TIME @

Quantum Gateway prevents credential theft in-line, for all browser types

PREVENT CREDENTIALS THEFT
NO CLIENT SOFTWARE NEEDED

a3

NEWLY SEEN PHISHING SITE

Linked (31

# Blocked new
phishing pages

ssssssss

New to Linkedin? Join now

[
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Generative Al Apps
accelerate your business

+ +

+ +

e T

°
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But they put your business

: : . | d daily;
data and compliance atrisk = ot all are st

not all are trusted

Usersodo prompt
contain sensitive

business data

New regulations
... (el demand more
visibility and control

[ ]
& cHeck POINT

©2024 Check Point Software Technologies Ltd. 32



Where do you even begin?

start we just blocked ChatGPT.
Now, executives ask to enable Al
safel vy, but wedOre not sure._ how

CISO, Consulting Firm, Europe

QQLPSO\ GRQYW KDYH D FOXH ZKDW XMHUNM GR
It 28 happened so fast .

Senior Infrastructure Specialist,
International Freight, EMEA

' utives ask me to report the risks of GenAl
apps. They are worried about regulation.

CISO, Healthcare System, US
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